
ONSLOW COOPERATIVE TELEPHONE ASSOCIATION 
102 Anamosa Avenue 

P.O. Box 6 
Onslow, Iowa 52321 

Telephone: 563-485-2833 Fax: 563-485-3891 

February 1, 2016 

BY ELECTRONIC FILING 

Marlene H. Dortch, Secretary 
Federal Communications Commission 
Office of the Secretary 
445 121h Street, SW 
Washington, DC 20554 

RE: Certification of CPNI Filing (December 31, 2015) 
EB-Docket No. 06-36 

Dear Ms. Dortch: 

In accordance with the Public Notice, DA 06-223, issued by the Enforcement Bureau on 
January 30, 2006, Onslow Cooperative Telephone Association hereby fi les its most recent 
certification regarding its compliance with the rules of the Federal Communications 
Commission set forth in 47 C.F.R. Part 64, Subpart U. 

If you have any questions, please feel free to contact me at 563-485-2833. 

Sincerely, 

f;l»3_;fl 
Russ Benke 
Compliance Officer 



ONSLOW COOPERATIVE TELEPHONE ASSOCIATION 
102 Anamosa Avenue 

P.O. Box 6 
Onslow, Iowa 52321 

Telephone: 563-485-2833 Fax: 563-485-3891 

Annual 47 C.F.R. § 64.2009{e) CPNI Certification 
EB Docket 06-36 

Annual 64.2009(e) CPNI Certification for 2015 

1. Date filed: February 1, 2016 

2. Name of company covered by this certification: Onslow Cooperative Telephone 
Association 

3. Form 499 Filer ID: 804825 

4. Name of signatory: Russ Benke 

5. Title of signatory: Compliance Officer 

6. Certification: 

I, Russ Benke, certify that I am an officer of the company named above, and acting as an 
agent of the company, that I have personal knowledge that the company has established 
operating procedures that are adequate to ensure compliance with the Commission's CPNI 
rules. See 47 C.F.R. § 64.2001 et seq. 

Attached to this certification is an accompanying statement explaining how the company's 
procedures ensure that the company is in compliance with the requirements (including 
those mandating the adoption of CPNI procedures, training, recordkeeping , and supervisory 
review) set forth in section 64.2001 et seq. of the Commission's rules. 

The company has not taken any actions (i.e. , proceedings instituted or petitions filed by a 
company at either state commissions, the court system, or at the Commission against data 
brokers) against data brokers in the past year. 

The company has not received any customer complaints in the past year concerning the 
unauthorized release of CPNI. 

The company represents and warrants that the above certification Is consistent with 47. 
C.F.R. § 1.17 which requires truthful and accurate statements to the Commission. The 
company also acknowledges that false statem~nts and misrepresentations to the 
Commission are punishable under Title 18 of the U.S. Code and may subject it to 
enforcement action. 



ONSLOW COOPERATIVE TELEPHONE ASSOCIATION 
102 Anamosa Avenue 

P.O. Box 6 
Onslow, Iowa 52321 

Telephone: 563-485-2833 Fax: 563-485-3891 

ANNUAL 47 C.F.R. § 64.2009(e) CPNI Certification 

EB Docket No. 06-36 

Annual 64.2009(e) CPNI Certification for 2015 

Date: February 1, 2016 

This filing is being made by Onslow Cooperative Telephone Association as required by 
47 C.F.R. § 64.2009(e). 

Companies covered by the attached Annual 47 C.F.R. § 64.2009(e) Certification (the 
"Certification") include the parent and its wholly-owned or controlled subsidiaries which 
are "carriers" (collectively, the "Company") as follows: 

Company Name Form 499 Filer ID 

The board of directors and management of each of the above-listed companies are 
identical. The officer who signed the Certification signed as an authorized officer and 
agent of each of the above-listed companies. The Certification applies to and is filed on 
behalf of each of the above-listed companies. 

For purposes of the attached Accompanying Statement the above-listed companies are 
also considered "affiliates" of the Company. Where appropriate or required, the 
Company's CPN I policies apply to and may reference the Company and its affiliated 
companies. 

Russ Benke 
Compliance Officer 



Onslow Cooperative Telephone Association 
102 Anamosa Street 

P.O. Box6 
Onslow, Iowa 52321 

Accompanying Statement 

Onslow Cooperative Telephone Association ("Company") maintains the following operating procedures to 
ensure compliance with the rules set forth in 47 C.F.R. Part 64, Subpart U: 

Section 64.2005 Use of customer proprietary network information without customer 
approval. 

(a) Any telecommunications carrier may use, disclose, or pennit access to CPNl for the purpose of 
providing or marketing service offerings among the categories of service (i.e., local, interexchange, and 
CMRS) to which the customer already subscribes from the same carrier, without customer approval. 

(1) If a telecommunications carrier provides different categories of service, and a customer 
subscribes to more than one category of service offered by the carrier, the carrier is permitted to share 
CPNl among the carrier's affiliated entities that provide a service offering to the customer. 

(2) If a telecommunications carrier provides different categories of service, but a customer does 
not subscribe to more than one offering by the carrier, tht: carrier is not pem1itted to share CPNl with its 
affiliates, except as provided in §64.2007(b). 

(b) A telecommunications carrier may not use, disclose, or permit access to CPNJ to market to a 
customer service offerings that are within a category of service to which the subscriber does not already 
subscribe from that carrier, unless that carrier has customer approval to do so, except as described in 
paragraph(c) of this section. 

{l) A wireless provider may use, disclose, or permit access to CPNl derived from its provision of 
CMRS, without customer approval, for the provision of CPE and information service(s). A wireline carrier 
may use, disclose or permit access to CPNI derived from its provision of local exchange service or 
inlerexchange service, without customer approval, for the provision ofCPE and call answering, voice mail 
or messaging, voice storage and retrieval services, fax store and forward, and protocol conversion. 

(2) A telecommunications carrier may not use, disclose, or permit access to CPNI to identify or 
track customers that call competing service providers. For example, a local exchange carrier may not use 
local service CPNI to track all customers that call local service competitors. 

(c) A telecommunications carrier may use, disclose, or pennit access to CPNI, without customer 
approval, as described in this paragraph (c). 

(1) A telecommunications carrier may use, disclose, or permit access to CPNI, without customer 
approval, in its provision of inside wiring installation, maintenance, and repair services. 

(2) CMRS providers may use, disclose, or permit access lo CPNI for the purpose of conducting 
research on the health effects ofCMRS. 

(3) LECs, CMRS providers, and interconnected VoIP providers may use CPNI, without customer 
approval, to market services formerly known as adjunct-to-basic services, such as, but not limited to, speed 



dialing, cornpukr-provided directory assistance, C<dl monitoring, call tracing, call blocking, call return, 
l'epear diuli11g, call tracking, call waiting, caller 1.D .. call forwarding, and certain Centrex featLtrt:s. 

(d) A telecommunications carrier may use, disclose, or permit access to CPNl to protect tile rights 
or properly of the carrier, or to protect users of those:: services and other ca11·iers from frauduknt, abusive, or 
unlawful use of, or subscription to, such services. 

The Company lws tu/opted specific CPNI policies to ensure that, in tlte ab.~ence of customer approval, 
CPNJ fr only used by tlze Comptmy to provi<le or market service offerings among tile categorie~.- of 
service (i.e., locul, i11terexc/11111ge, and Cillll.4>~ to which the customer alre11tly subscribe.~. Tiu: 
Company's CPNI policies prohibit the sharing of CPNI with uf}ilit11e1! companies, except as permitted 
under Rule 64.2005(u){J) or with c:11sto111er upprova/ pursuant to Rule 64.2007(b). '/11e m1~v exceptions 
10 lhe.\e p11licies ureas permitted ttntfer 47 U.!:.:C § 222{d) 1111tl Rule 64.2005. 

Section 64.2007 Approvi1l required for t1;;e of customer proprietary network information. 

la) A telecommunications carrier may obtaill approval 1hrough written, oral or decrronic 
meth0tb. 

(I) A telecommunications carrit:r relying 011 oral approval shall bear the burden of demonstrating 
1hat such approval has been given in compliairce wich the Commission's rules in this part. 

(2) Approval or disapproval to use, disclose, or permit access to a customer's CPNl obtained hy a 
telecommunications carrier must remain in effect umil the customer revokes or limits such approval or 
disapproval. 

(3) A telecommunications carrier must maintain records of approval, wherher oral, wriuen or 
ekctronic, Jur at least one year. 

In all circ11111st1111ces wflere customer approval is required to use, disclose or pennit access to CPNI, the 
Cowpauy 's CJ>N I po/ides re1Juire tlwt t/11! Company obtain cm;tomer approval rhrougll written, oral or 
e/eunmic me1/wtls in co111p/ia11ce will! Rule 64.2007. rl c11.~1omer's appm1•11/ or ilisapproval re11111ins iu 
effect until the wstomer revoke!> or limits tlte approval or disapproval. The Compauy mailltains records 
of c:11swmer approval (ivhetlter ivrit1e11, om! or e/ectrouic) for 11111i11i11111111 ofo11e year. 

(b) Use of Opt-Out and Opt-In App1·oval l'ro<::&sses. A telecommuniciitions CCJrrier may, subject 
to opt-out approval or opt-in approval, ust: its customer's individually identifiable CPNI for the purpose of 
marketing communications-related services to thac customer. A telecommunications carrier may, subject to 

upt-out approval or opt-in approval, disclose its cusiorner's individually identifiable CPNI, for the purpose 
of marketing communications-related services to tllm customer, to its agents and its affiliates that provide 
communications-relatecl services. A telecommunicmions carrier may also permit such persou or entities to 
obtain acce~s to such CPNI for such purposes. Exccpr for use and disclosure of CPNJ ihal is permitted 
without customer approval under section §64.2005, or that is described in this paragraph, or as otherwise 
provided in section 222 of the Communications Act of 1934, as amended, a telccomn1unicatiom; carrier 
may onl) use, disclose, or permit access to its cusromcr's individually identifiable CPNl subject to opt-in 
approval. 

Tl1e Co111p1111y does 11111 use CPNJ ji>r any purpose {illcltuliug marketing c:om1n1111iwtio11s-relaled 
service,\) a11tl does 1101 disdose or grn111 access lo C PN I lo any party (i11c/ll(/i11g to agents or ajjili11tes that 
/HtJ11ide c:0t111m111icatio11s-re/11ted services), except flS permitled under 47 U.S.C § 122(tl) mu! Rule 
64.2005. 

Section 6-'-2008 Notice required for use of customer proprietary network iufornrntion. 
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(a) No1ificarion. Geneml~v. (\) Prior to any solicitation for customer approval, a 
teleconummications carrier must providt:: notification rn the customer of the customer's right to restrict use 
of, disclose ot~ and access to that customer's CPNI. 

(2) A telecommunications carrier must nrnitttaiu t'ecords of notification, whether oral, written or 
electronic, for at least one year. 

(b) lndividnal notice to customers must be p,-ovided when soliciting approval to use, disclose, or 
permit acce:-,s to customers' CPNI. 

(c) Cunten/ qj' Notice. Custo01er uotitic;1tio11 must provide sufficient information to enable the 
customer to make an informed decisio11 as to wlH!thl'.t' w permit a carrier to use, disclost:, or permit acccs::. 
to, the customer's CPN l. 

ti) The notitication must state that the cus1omer has a right, and the carrier has a duty, under 
frcleral law, to protect the confidentiality ofCPNI. 

('.?) The notification must specify the types of information that constitute CPNJ and the specitic 
entitit::s that will receive the CPNI, describi:: tlti:: purposes lor which CPNJ will be used, and inform the 
cuswrner of his or her right ro disapprove those uses, and de11y or withdraw access to CPl-./1 <ll any time. 

(3) The notification must advise the customer of the precise steps the customer mnst take in order 
io gram or deny access to CPN I, and must clearly St<lle that a denial of approval will not affect the 
l)l'lWision of any services to which the cusromer subscribes. However, carriers may provide a brief 
st::iremcm, in a clear and neutral language, describing consequences directly resulting from the lack of 
access to C PN I. 

(4) The notification must be comprehensible and must not be misleading. 

(5) lf wrinen notification is provided, the norice must be clearly legible. use sufticiencly large 
type, and be placed in an area so as to be readily apparent ma cusromer. 

(6) If any porcion of a notification is crnnslaced into anorher language, then all pot'lions or the 
notification must be translated into that language. 

(7) A carrier may state i11 the notification that che customer's approval to use CPNI may enhance 
the carrier's ability to offer products a11d services tailored to rhe customer's needs. A carrier also may state 
in the noiification thac it rnay be compelled to disclose CPNI to any person upon affirmative wrirten request 
b) the customer. 

(8) A carrier may nor iuclude in the 11mificmion any ~tatement attempting to encourage a customer 
m lh~e1.e third-party access ro CPNJ. 

(9) The notification must state chat any approval, or denial of approval for the use of CPNl 
omside of the service to which the customer aln.:ady sub:;cribes from that carrier is valid unril the customer 
affinnmively n~vokes or limits such approval or denial. 

(I 0) A telecommunications carrier's solicirmion for approval musr be proximme w the 
1101ificati1)n ofa customer's CPNJ rights. 

The Co111p1111y's CPNJ policies req11ire that c11Mo111ers be notified of tl1eir rights, 11111/ the Comp1111y 1
.\' 

vbligatiom;, with re:>pect to CPNJ prior lo a11y solicitation jiJf c11sto111er approval. Ali required customer 
notices (wltel/ier writte11, oral or electro11ic) comp{I' willt tile re1Juireme111s of Nute 64.2008. The 
Company mai11wi11s records of all req11ire1/ cwilomer 11otices (wlzelfler written, 1>ml or e/ectrtmic) for 11 

111i11imu111 of one year. 
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(d) i\otice Req111re111enr~ Specijic to U11t-011t. A telecommunications earner 1ml';t provide 
11ont1ca1iun ro obrain opt-0111 approval 1t1rough electronic or wriICen methods, bm nor b) oral 
co111111unicarion (except as provided in paragraph (I'} ot'this seccion). The coments of any such notilii.:ation 
must comply with the requirements of parngraph (c) 1>r tl1is section. 

(I) Carriers must wait a 30-day n1inimum 1)<::1'iod of time after giving custoir11.:rs notice •11td an 
opportunity to opt-oul before assuming customer approval to use, disclose, or permit access to CPN\. A 
carrier tn<ly. in its discretion, provide for a longer period Carriers must notify customer!> as ro the 
.ipphcable w:iiting re1iod for a response before approval is a5s1m1ed. 

(i) In the case of an electronic form of notification. tht wa iting period shall begin to run from the 
date on which the no1ilica1ion was sem; and 

(ii) In the 1:<1sc of notification by mail, the waiting period shall begin to run on the third da) 
fol io\\ ing the dnte that thc 1mtiticarion was mail..:d. 

(2) Carriers using the opt-out mcchanis111 111ust provide notices to their ('Usto111ers every tv\'O 

years. 

(3) f elecommunicmions carriers chat use e-m•1il to provide opr-ouc notices must comply with the 
to.lowing requiremcncs in addition to the requirem-:rns gcnerally applicabk: to 11otificatio11. 

li) Carriers 1m1-;1 obtain e>.press. vetitiauli:, p1 im approval from consumers 10 send notices via e
maii n::ganting their servit:\.' in general, or CPNI i1 purticiili.lr; 

(ii) Carriers must a llow custom<::r:> to reply din.:cll) to e-mails containing CPNI notices in order to 
opt-mu; 

(iii) Opt-our e-rm1 il notices chat arc i'cruru..:d w the carrier as undclivcr:iblc mu~t be sent to rh<:: 
custolller in anochcr form before carriers ma) c:o11sidl.!r 1hl customer to have received 11otice; 

(i\) Carriers that use e-mail to send CPNI 11011t:es mist ensure rhac the subjcc1 Jim: of the me:.sag,c 
..:!early and accurak·ly identities the subject mancr o" the c··rnail: and 

(v) Telecommunications carriers must make available to every customer a method to opt-out that 
is of no addi1iunal cost lo the customer aud !hat is IV<ti lnble 2.'l hours a day, ::.even da)s a week. Carri~r::. 

may satisfy this n;quin.:rnent through a combination of m~thods, so long as ull customers hnvc the abilit) ro 
opt-out at no cost and arc able to effectuate that choice whenever they choose. 

'J'/Je Comp1111y 1/oe.\ 1101 curremly solicit "op/ 0111" c11.111Jmer 1tpprovt1/ for the use or disclosure of CPN J. 
The Company tloes 1101 11se CPNT for any pzupose (i11cl11dillg murketi11g co1111111111ic11tions-relatetl 
:,eJ'l'ice.\) w11f does 1101 disdose or grant t11:ce.\·.1· to Cl''V/ lo any par~r (i11c/11tli11g lo 11geul1 or ajjilimes tflut 
provitl.J cm111111111fr11tio11s-re/11te1/ service.\), e.\'Cl!fJI ,,., permitted 111uler 47 ll.S.C § .!22(1/) wul Rule 
M.2ous. 

(e) Notice Requirements Specific to Opt-In. A telecommunications carrier may pro\ ide 
noritication 10 0btai11 opt-in approval through ornL v.rittcn, or electronic nu:thods. The tontcnts of any such 
uo1 ificmion mu:;t compl) \Vi th the requiremeuts or pdl'agrnph ( c) of 1.h is section. 

The CompflllJ' tfoes not c11rre11tly solicit "opt in" c11Mm11er llpproval for the 11se or t!isc/(Js11re of CPNI. 
The Compflny t/(Je.\ 11ot use, tli.w:los·e or grulll 11cces.;,· lo CPN I for uny p11rpose, lo uny pttrly ot in 11ny 
111111111er tlwt wo11/d require fl customer's "op1 itt" t1pf)J'01•11l m11/er Ille Cv111mi:..1io11 '.1· CP 1V I Jl11 les. 

(t) Vvtice Rec111iremenl.1 Specijic to Onc!-Ti111i.! u~e ~I CP1\/. ( l) Ca1ricr-; may USC oral nOTice ro 
obtain limired, one-time use of CPNI for inbound .i11d outbound custon1c1 tclcphone conracrs for the 



dur;ttio11 of the calL regardless of whether carriers use opt-our or opt-in approval based on the nature of the 
concact. 

(2) The contenis of any such notification must comply with the requirements of paragraph (c) of 
this sec(ion, except that telecommunications carriers 111ay 0mit any of the following notice provisions if not 
rclevanr co rhe limited use for whieh the carrier seeks CPNI: 

(i) C<irriers need not advise customers that if 1hey have opted-oul previously, 110 action is needed 
to maimain the opt-out election; 

(ii) Carriers need not advise customers tliat they may share CPNJ with their affiliates or third 
p:.n:ics and m:ed not name those entities, if the limitc::d CPNl usage will not result in use by, or di~dosurc 
to, an affiliate or third party; 

(iii) Carriers need not disclose the mean!> by which a customer can deny or withdraw future access 
tu CPN I, so long as carriers explain to customers that die: scopi= of the approval the carrier seeks is lim ired 
io one-rime use; and 

(iv) Carriers may omit clisclosnre of the preci~e steps a customer must take in order to grant or 
deny access ro CPNL as long as Thi:! carrier dearly co1rnrn1nicates that the custo111er can deny access to his 
CPNI fo1· rile calL 

Jn i11st(l11ces where the Company seeks one-time customer approval for tlu use or disclosure of CPNI, 
the Co111p11ny obtains .mcfl approval ill uccordllltl'e wirh lite disclos11res, metlwds "nd require111ents 
co11lui11ed ht Rule 2tJON(J). 

Section 64.2009 Safeguards required for use of customer proprietary network information. 

(a) Telecommunications cllrrien; lllUSt irnpkrnl:lll a system by which the srnrns of a cusw1ncr's 
CPNJ approval can be clearly established prior co tbe use: or CPNI. 

Tlze Comp"11y's billing system llllows 11utltorized co11111tmy pe1:w11111el to eusi/y tfetermine the st11tus of ll 
c11slomer'.-; CPiVJ appro••ul 011 tlte c11stoma 11cco11111 .l'l'ree11 prior to the use or tli::.c:los11re <?f'CPNI. 

~b) Telecummuuications carriers must train their personnel as to wh~n they an: and an.: nor 
authorized to use CPNI, and carri.ers must have an express disciplinary process in place. 

The Company lw.\· e.wahlished CPNI compliance polide., ii111t iuclwfe employee 11·ai;ii11g 011 re . .;1rfrlioJ1S 
011 tile use 111ttl tlisclosure of CPNJ mu/ 1·eq11iretl s11feg11artf.,· to protect 11glli11st 111111111/iorized 11se or 

tlisdo.rnre of CPNJ. £111ployees have sig11eil tltat /fwy mulersttttul tlte CPNJ policie.,· am! a viuli11iou of 
lltose policies will result in disciplinary 11ctitm. 

(c) All carriers shall maintain a record, electronically or in some other manner. of their own and 
tht:ir affiliates' sales and marketing campaigns thm us~ rheir customers' CPNI. All carriers shall 111aintai11 a 
record or' all instances where CPNI was disclosed or prnvided to third parties. or where d1ird parties wc::re 
allowed access 10 CPNI. The record must include <1 description of each campaign, the specific CPNI that 
was used in the campaign, and whm products and services \',ere offered as a part ofrhe campaign. Carriers 
shall retain the record for a minimum of one year. 

The Compllll.J"s Cl'NI policies req11ire that all sale.-; and 11uukelillg c11mplJig11s i11cl11diug those ulilizi11g 
CPNI bi! 1·ecorded and /1ept 011 file Jin· at le11.5t 011e ye11r. /~econls are lflso 11wiutai11etl.fiJr disclosure or 
11ctess to CPNJ by third pitrties. The records i11cltule lite requfretl infor11111tiou li~'led i11 Rule 64.2009(£). 

(d) Telecommunications carriers must esrnblisll a supervisory review proce!>s regarding carrier 
compliance with the rules in this subpart for nut-bound marl~eting situatio11s and maintain records of carder 
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compliauce for a mtmmum period of one year. Specii'ically, sales personnel must obtain supervbory 
approval or any proposed out-bound marketing requcsc for cu~to111o::r approval. 

Tlze Company's CPNI policies require employees to obtai11 llpprov"l from the Comptmy's CPNI 
Compfiam:e Ojjicer for u// mllrketing ct1mp11ig11s, incJ11di11g those utilizillg CPNJ, prior to iuitiatint; tlie 
cm11p11ig11. Necvrd of the 11111rketi11g cmupaigm;, 11/011g with the appropriute :mperviso1y (lpprowtl is 
maintained for at least one year. 

(e) A telecommunications carrier must have an officer, as an age11t of che carrier, sign and file 
with the Commission a complianct: cerlifo..:ule on an anuual basis. The officer must state in the c.:erti1icatio11 
that he or she has personal knowledge that the company has established operating procedures that are 
adequate to ensure compliance ·with the rules in this subparc. The carrier musi provide a statclllent 
accompanying the certificate explaining how its o1)erating procedures ensure ihat it is or is not in 
compliance with the rules in this subpart. In addition, the canier must include an explanation of any 
actions taken against data brokers and a summary of all customer complaints received in the past year 
concerning the unautliori7ed release: of CPN !. Tlii-; riling must be m<Jd~ annually with the F11force111ent 
Bureau on or before March 1 in RB Docket No. 06-36, for data pertaining to the previous calendar year. 

1he require// ojjicer cenijicutio11, actim1s mkeu ugaimt tluta bmliers 0111/ s111111wtry of c11sto;11u 
complaitll 1loc11me111s are included with tllis 1tccmnp1111yi11g stflteme111. The Company will file these 
docmnents 011 1m 11111111al b"sis 011 or before 1Vlarcli I ji>r data perl11i11i11g to tfte prel'ious culemlar year. 

\t) Carriers mnst provide wriL1en notice within five busines::; days to the Commis:-.ion of a.t1y 
instance when:; the opt-out mechanis1ns do not work properly, to such a dc~ree that consurne.-s' inability to 

opt-oui is more chan an anomaly. 

( 1) The notice shall be in the form of a lctcer, and shall include the carrier's name, a description of 
the op1-0uc m...:chanism(s) used, the problems(s) exp~!'ienced, the remedy proposed and \vhen it will be/was 
i111ple111e11ted, whether the relevaut state commission(s) has been nocitied and whether it has taken any 
action, a copy of the notice provided to cw;tomers, and contact i11formation. 

en Such notice must be subrnitce<l even if tl1e carrier offo1'S Olher llleTJJOd~ by \\hich consumer!> 
may opt-out. 

Tiie Co111ptmy dues 1101 currently solicit "opt out" c11:;1011ier approval for tlte use'" disclosure of CPNJ. 

Section 64.2010 Safeguards on the disclosure of customer proprietary network information. 

~a) S<ije~1wrdin:z. CPNJ. Telecomnwnicaiio11s carrier~; must take reasonable nti:asurcs rn disco\'er 
and protect against attempts to gain unauthorized ac.:c-::ss to CPNL relecommunica1ions cmriers must 
prorer ly amhenticate a customer prior 10 disclosing, CPN I based on customer-initiated telephone contact, 
on line account access, or an in-store \' isit. 

The Comptmy's CPNJ policies am/ employee tr(li11i11g illc/ude reasonable measures to tli:>cover and 
pmtecr ag11i11s1 /Jl'tiviry tit at is bu/icative of preie.Wiilg 1111d employees (Ire illstmuetl tu notify the CP.\'J 
Co111plium:e Ojjicer if lJllJ' suc/1 (l(:til'i(I' is .rnspecte1/. 

(b) Telephone access to CPNI. Telecommunications carriers may only disclose call detail 
information over the telephone, based on customer-initiated telephone contact, if the customer first 
provides the carrier with a password, as described in paragraph (e) of this section, rhat is nor prompted by 
the carrier asking for readily available biographical information, or account information. If the customer 
does not provide a password, the telecommunications carrier may only disclose call derail information by 
sending it ro the customer's address of record, or, by calling the customer at. the telephone number of 
record. If the customer is able to provide call detail information to the telecommunications carrier during a 
cuscorner-iniriated call without the telecommunications carrier's assistance. then th~ teleco1111nunications 
catTier is pennirred ro dis<.:11ss the call tktail information provided by the customer. 
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Tii e Company's CPNI p olicies ensure that a customer is only "ble to access cull detail information over 
the te/eplwne in one of Ille w(ly S listed in Rule 64.20/ 0(b). If tile custom er c1111not remem ber their 
p 11s.nvord, they are p romp ted to answer a .\ecurity q11e.\lio11. Neither the p11.~sword n or t!te sec11rity 
questio11 <1re base</ 011 reaclily available biograpltica/ i1iformation or account information. Customer 
!fervice represe11t<1tives are instructed to a11t/ie11ticate custom ers over tlie teleplume in all Jm;t1mce~; ex cept 
in the case where Ille custom er provide.\· the c11/I tlettlil i11form 11tio11 willwut th e 11 . .;sist1111c:e of Ille 
Compa11y. 

(c) Online access to CPN/. A telecommw1in1tions carrier musr authenttcate a customer without 
the use of readily available biographical information, or account information, prior to allowing the 
customer online access to CPNl related to a telecommunications service account. Once authenticated, the 
customer may only obrnin online access to CPNI related to a telecommunications service account rhrough a 
password, as described in paragraph (e) of this sectiou, that is not prompted by the carrier a!>king for readily 
available biographical information, or account information. 

J11e Company's custtmierl' tlo 1wt currently ltave tlccess lo t//eir 11cco11111 011/iue. 

(d) Jn-Store access 10 CPNJ. A telecommunicaLions carrier may disc lose CPNI to a customer 
who, at a carrier's retail localion, first presents to thi;. tcle1.:ommu11icmion:, carrier or its ag~11t a \'a lid phot0 
ID marching the customer's account infonnacion. 

Tlte Company's CPNJ policies allow the Compa11y to <lisclose call detail CPNI to the customer at a retail 
loc11tio11 ajter presentin g " valid p h oto ID tlwt matches tile custom er 's acco1111t i1ifor111atio11. 

(e) Estublishmem oj a Password anJ Bw.:k-11p Authitnticution 1'vle1hods )or Lo.11 or rorgvuen 
Passwords. To establish a password, a telecommunications carrier must authenticate the customer without 
the use of rt?atlily available biograµhic:al information, or account information. Telecolllrnunications carriers 
may create a back-up customer aulhenticatiou tnetliod in the event of a lost or forgotten password, but such 
back-up customer authentication method may not prompt the customer for readily available biographical 
infonnatio11, or account information. lf a 1.:uston1cf cannot pro\ ide the cocTecl pas~\\'OI d or the 1.:ui"recr 
response for che back-up customer authentica1io11 111c1hod, the cu!>tomcr must i:~mb ish a ne\v password as 
described in this paragraph. 

Tile rompa11y's C PNI policies 111/oiv fiH II Jew 11111y.\ '" t!Sltlblis/J ll pa.'i:;IVllJ'fl, "" l>f which em11re 
compliance with the above paragraph. Each method 11/so allows tile custom er to e!)tablisll a back-up or 
securi(I' question /11 the event tltat they forget their pas\·wortl. Jn 110 event doeJ; rile (0111p1111y use re11dily 
11vai/11ble biogmpltic11/ i1(/r>r11111tio 11 or 11ccm111t i11jor11111iio11 as 11 back-up quevlill11 ur 11s 11 means lo 
establish a password or 1111tlre11tlcate tire custom er. 

(t) No1t1i~·a11011 1~/ ac:co1mf chmi.!!,es. I dccoinmunications carrii:rs m11s1 notify custome1:. 
immediately whenever a pa:;sword, customer respome lo a back-up means of auth1.:ntication for lost or 
forgotten passwords. online account, or address of 1ecord is created or changed. This notification is not 
required when the cu:.tomer initiates service, including. the selection of a pass\H>rd ar '>Crvic..: initiaiion. 
This notiticmiL'n lllel\ be through a carrier-orig,inutcd \oi<.:cmail or text me:;sage to the tckphone number of 
record. or by mail to the address of record, mid muse 1101 r..:veal the changed infonna11m1 or be se11t to the 
new accou11t in fonn.11 ion. 

Tlte Company's /Jil/iug system (lutomatical/y ge11er11tes 11 11otijicatio11 wh en ""Y <>f the jields listed in 
Rule 64.1010(/) are cret1ted or dwngetl. Tiu: Co111po11y 1'1e11 im mediately nut{/ie.1· the cmwmer r/Jrvugli 
tarrier-origiualetl vvicemail or text 111essllge Iv tile lefeplw11e 11 11mber of record, or by 111ail to the tultlress 
of record (never a 11e111 m/1/res!>) 111/Je11 require(/ hy Rule 64.20J()(j). The coutent of tlte 11otijicfllio11 
compilel with the require111e11l!i of Rule 64.2010(/). 

(g) Business C11stw11er Exemp1io11. 1 elecommunic:ation~ carriers may bind themselves 
contraccually ro aulhcnticacion regimes ocher than lhost:: Je;:scril>ed in this section fo1 scn· ic~s they providt! 



to their business customer that have both a dedicated account representative and a contract that specifically 
addresses the carriers' protection ofCPNI. 

Tiie Company does not utilize tlle business customer exceptio11 at tltis time. 

Section 64.2011 Notification of customer proprietary network information security 
breaches. 

(a) A telecommunications carrier shall notify law enforcement of a breach of its customers' CPNI 
as provided in this section. The carrier shall not notify its customers or disclose the breach publicly, 
whether voluntarily or under state or local law or these rules, until it has completed the process of notifying 
law enforcement pursuant to paragraph (b ). 

(b) As soon as practicable, and in no event later than seven (7) business days, after reasonable 
determination of the breach, the telecommunications carrier shall electronically notily the United States 
Secret Service (VSSS) and the Federal Bureau of lnvestigation (FBI) through a central repotting facility. 
The Commission will maintain a link to the reporting facility at http:/twww for1wv/,,1;J>tJ;1~ni. 

( 1) Notwithstanding any state law to the contrary, Lhe carrier shall not notify customers or 
disclose the breach to the public until 7 full business days have passed after notification to the USSS and 
the FBl except as provided in paragraphs (2) and (3). 

(2) If the carrier believes that there is an extraordinarily urgent need to notify any class of affected 
customers sooner than otherwise allowed under paragraph (I), in order to avoid immediate and irreparable 
hrum, it shall so indicate in its notification and may proceed to immediately notify its affected customers 
only after consultation with the relevant investigating agency. The carrier shall cooperate with the relevant 
investigating agency's request to minimize any adverse effects of such customer notification. 

(3) If the relevant investigating agency determines that the public disclosure or notice to 
customers would impede or compromise an ongoing Of potential criminal investigation or national sectll'ily, 
such agency may direct the carrier not to so disclose or notify for an initial period of up lo 30 days. Such 
period may be extended by the agency as reasonable necessary in the judgment of the agency. If such 
direction is given, the agency shall notify the can icr when it appears that public disclosure or notice to 
affected customers will no longer impede or compromise a criminal investigation or national security. The 
agency shall provide in writing its initial direction to the carrier, any subsequent extension, and any 
notificacion that notice will no longer impede or compro111ise a criminal investigation or national secu1ity 
and such writings shall be contemporaneously logged on the same reporting facility that contains records of 
notifications filed by carriers. 

(c) Recordkeeping. All carriers shall maintain a record, electronically or in some other maimer, of 
any breaches discovered, notification made to the USSS and the FBI pursuant to paragraph (b), and 
norification made to customers. The record must inc Jude, if available, dates of discovery ancl no ti ficat ion, a 
detailed description of the CPNl that was the subject of the breach, and the circumstances of the breach. 
Carriers shall retain the record for a minimum of2 years. 

Tile Co111p1111y has pollc:ie:; 11ml proced11res i11 place Jo e11mre complitmce fl'ith Rule 64.1011. Whe11 it is 
reaso11ably determined that a breaclt ltas occurred, the CPNI Compliance Officer will notify law 
e11forceme11t mu/ its c11\·tonu:r i11 the required timefrmnes. A record t>f tlte breach will be muilltained fur 
fl mi11i11111m oftll'O yetlf.~ mu/ will illcliule 111/ illfor111111iu11 required by Rule 64.2011. 
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